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Abstract: With the increasing penetration of
artificial intelligence technologies,
personalized recommendation systems have
become a core instrument for e-commerce
platforms to enhance user engagement and
improve conversion rates. However, the
consumer trust crisis induced by the “black
box” nature of algorithms has grown
increasingly prominent. Striking a balance
between improving recommendation
accuracy and ensuring algorithmic
transparency while safeguarding consumer
rights has thus emerged as a central concern
for both academia and industry. This paper
synthesizes existing literature on algorithmic
transparency and, in response to the practical
challenges currently faced—namely, lack of
recommendation fairness, information
cocoons, privacy violations, and ambiguous
attribution of  responsibility—proposes
innovative strategies including hierarchical
transparency design, user control
empowerment, and institutional collaborative
governance. The study aims to provide both
theoretical support and practical guidance for
the development of a trustworthy e-commerce
ecosystem.
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1. Introduction

The global digital economy has entered a new
phase characterized by data-driven growth and
intelligent technologies. Within this context, e-
commerce—one of the most mature sectors of
the digital economy—is undergoing a
fundamental shift from a traffic-driven model to
one centered on intelligence. Artificial
intelligence technologies, particularly
personalized recommendation systems, have
become the core engines enabling e-commerce
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platforms to enhance user engagement and
improve sales conversion rates. These systems
operate by analyzing user behavior in real time,
predicting  consumption  preferences, and
automatically generating personalized product
recommendations.

However, the rapid deployment of algorithmic
technologies has not been accompanied by a
corresponding improvement in their
transparency. As a result, the “black box” nature
of algorithms has become increasingly
pronounced. Ethical concerns and consumer
distrust arising from a lack of algorithmic
transparency are gradually emerging as critical
challenges  constraining the  high-quality
development of the e-commerce industry. Unlike
traditional consumption scenarios, in which
decision-making processes are relatively
transparent, consumers in algorithm-driven
recommendation environments find it difficult to
understand the logic behind or the generation
process of the recommendations they receive.
This information asymmetry not only leads to
ethical risks such as algorithmic discrimination,
information cocoons, and the leakage of user
privacy, but also progressively undermines
consumer trust in e-commerce platforms. In
response, the Cyberspace Administration of
China issued the Administrative Provisions on
Algorithmic Recommendation Services in 2022,
which require service providers to clearly inform
users of the terms of service and to appropriately
disclose the basic principles, purposes, intentions,
and main operational mechanisms of their
algorithms. These provisions aim to safeguard
users’ right to know and right to choose, thereby
offering clear policy guidance for the
development of algorithmic transparency.

With the ongoing advancement of consumption
upgrading and the refinement of the digital
ethics system, consumers have become
increasingly aware of their rights and privacy
protections. This shift has placed greater
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demands on the fairness, transparency, and
security of algorithmic applications. These
expectations extend beyond the basic
requirement for “accurate recommendations” to
encompass deeper needs for algorithmic
processes that are “understandable, monitorable,
and traceable.” Against this backdrop, this paper
adopts an ethical perspective to systematically
examine the current state and core dilemmas
associated with personalized recommendation
algorithms in e-commerce. It further proposes
targeted development strategies, aiming to
provide theoretical insights that can support the
industry in standardizing algorithmic practices,
enhancing consumer trust, and achieving
sustainable high-quality development.

2. Literature Review

In recent years, the relationship between
algorithmic transparency and consumer trust has
emerged as a prominent research topic across
interdisciplinary fields such as e-commerce,
digital ethics, and computer applications.
Existing studies can be broadly categorized into
three core dimensions: the conceptualization and
measurement of algorithmic transparency; the
mechanisms linking algorithmic transparency to
consumer trust; and the ethical dilemmas and
governance strategies associated  with
personalized recommendations. These
dimensions are interrelated and collectively form
the theoretical foundation of research on
algorithmic governance.

With regard to the conceptualization and
measurement of algorithmic transparency, Shin
& Park define algorithmic transparency as the
extent to which the rationale and processes
underlying algorithmic applications are made
explainable [1]. Yang & Lu propose that
algorithmic  transparency  comprises two
dimensions: the openness and visibility of the
algorithmic system, and users’ cognitive
engagement in understanding the operational
logic and theoretical foundations of the
algorithm [2]. A central premise in this line of
inquiry is that algorithmic transparency plays a
fundamental role in governing algorithmic black
boxes and is critical to maintaining trust between
digital platform enterprises and data subjects [3].
The  relationship  between  algorithmic
transparency and consumer trust constitutes the
core focus of existing research, with most
studies empirically confirming a positive
correlation between the two. For instance, Zhang
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examines the economic effects of algorithmic
transparency on consumer trust and transaction
efficiency within the platform economy,
elucidating the logical pathways through which
algorithmic transparency influences consumer
trust [4]. Li et al. employ complex network
evolutionary game theory to uncover the
interactive dynamics among governance actors,
concluding that a governance framework
characterized by government-led oversight
supplemented by consumer supervision is
essential to addressing the challenges posed by
algorithmic black boxes [5].

Research on the ethical dilemmas and
governance strategies of  personalized
recommendations has consistently identified the
lack of algorithmic transparency as a central
causal factor. This body of literature argues that
insufficient transparency is the primary source of
ethical failures in personalized recommendation
systems. Even when recommendation outcomes
are  objectively  reasonable,  consumers’
perception of algorithmic processes as opaque or
unfair can significantly undermine their trust in
e-commerce platforms. Huang et al. further find
that algorithm awareness enhances perceived
utility but also intensifies skepticism [6]. In this
context, a survey conducted by Zhao & Lin
reveal that while users are often aware of the
existence of algorithmic black boxes, they
seldom take proactive measures to counteract
algorithmic  influence, thereby affording
platforms considerable latitude in exercising
algorithmic power [7].

3. Current State of Personalized
Recommendations in E-Commerce

The rapid iteration and widespread adoption of
digital technologies such as artificial intelligence,
big data, and cloud computing have driven the
application of personalized recommendation
algorithms in e-commerce toward a pervasive,
intelligent, and diversified state. Moreover, these
algorithms play a moderating role in shaping the
impact of Al-driven e-commerce on consumer
trust, satisfaction, and loyalty [8]. Concurrently,
driven by regulatory policies and the
advancement of digital ethics in China,
algorithmic transparency has gradually begun to
take shape, giving rise to an industry landscape
in which technological iteration and regulated
development proceed in parallel. A thorough
examination of this current state not only helps
to capture industry trends but also provides an
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empirical basis for the subsequent analysis of
ethical dilemmas and the formulation of
corresponding strategies.

First, personalized recommendations have
achieved comprehensive coverage across
mainstream e-commerce platforms. The scope of
recommendation scenarios has expanded beyond
conventional product suggestions to encompass
core operational areas such as search result
optimization, targeted coupon distribution, and
live-streaming sales, thereby forming a full-
scenario, end-to-end recommendation
framework. Personalized recommendations have
become deeply embedded in consumer
purchasing behaviors, serving as a critical link
between consumers and platforms. From a

technological  perspective, recommendation
algorithms have evolved from traditional
collaborative filtering approaches to more

complex models integrating machine learning,
deep learning, and causal inference, further
solidifying their central role in platform
operations.

Second, e-commerce platforms have begun to
proactively enhance algorithmic transparency,
with two relatively mature implementation
approaches emerging. The first involves the
disclosure of basic algorithmic recommendation
rules. Platforms such as Taobao and JD.com, for
instance, explicitly inform users in their privacy
policies or terms of service that personalized
recommendations are generated based on user
browsing, purchasing, and search data, while
also detailing the scope and purpose of data
usage. This enables consumers to develop a
fundamental understanding of the data sources
underlying algorithmic recommendations. The
second approach entails the provision of simple
algorithmic  explanation  features. = Some
platforms have introduced explanatory notes on
product recommendation pages, allowing users
to view the rationale behind specific
recommendations, thereby gradually addressing
the “black box” nature of algorithms.

However, the gap between consumer demand for
algorithmic transparency and their actual level of
comprehension represents a critical issue in the
current development of the industry. As
consumer awareness of privacy protection and
individual rights continues to grow, attention to
and demand for algorithmic transparency have
steadily increased. This discrepancy between
high demand and low understanding not only
hinders consumers in exercising their legal
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rights—by making it difficult for them to assess
whether their interests have been compromised
based on limited knowledge—but also constrains
the effectiveness of algorithmic transparency
initiatives to a certain extent. Bridging this gap
has thus become an urgent priority in the
ongoing governance of algorithmic systems.

4. Ethical Dilemmas of Personalized
Recommendations in E-Commerce from the
Perspective of Algorithmic Transparency
Deficiency

The lack of algorithmic transparency constitutes
the core cause of ethical misconduct in
personalized e-commerce recommendations. A
range of ethical dilemmas arising from this
deficiency are progressively eroding consumer
trust and impeding the sustainable and healthy
development of the e-commerce industry.

First, the existence of algorithmic black boxes
directly = undermines  the  fairness  of
recommendations, thereby triggering algorithmic
discrimination and subsequent trust crises. In the
context of insufficient algorithmic transparency,
e-commerce platforms may exploit information
asymmetry to  deliberately = compromise
consumers’ legitimate rights and interests
through algorithmic design, the most typical
manifestation  being  “big  data  price
discrimination.” Beyond such overt
discrimination, algorithms may also exhibit
implicit discrimination—for instance, directing
low-income users toward low-quality, cost-
ineffective products while limiting their
exposure to high-value alternatives, or
promoting products with exaggerated or false
claims to elderly users. Due to the opacity of
algorithmic  black boxes, such implicit
discrimination is difficult to detect; nonetheless,
it directly impairs consumers’ perception of
fairness toward platforms, thereby precipitating
a crisis of trust. When consumers perceive that
they are subjected to algorithmic discrimination
based on identity labels, their trust in e-
commerce platforms will collapse immediately
even without incurring direct economic losses,
and the experience of such algorithmic
discrimination  significantly increases the
probability of their Unethical Consumption
Behaviors (UCB) [9].

Second, the continuous intensification of
information cocoons constrains consumers’ right
to choose and gradually diminishes their trust-
based loyalty to platforms. The core logic

Copyright @ STEMM Institute Press



Journal of Management and Social Development (ISSN: 3005-5741) Vol. 3 No. 1, 2026 253

underlying  personalized = recommendation
algorithms is to “cater to preferences”—that is,
to deliver content aligned with user profiles.
However, the lack of algorithmic transparency
prevents consumers from understanding the
inherent limitations of the recommendation
scope. Consumers often mistakenly assume that
the content presented by platforms represents
“all available options” rather than “content
filtered by algorithms” [10]. Over time,
consumers become confined within a fixed
information sphere, forming an information
cocoon. Such cocoons not only restrict
consumers’ horizons but also lead them to
gradually recognize that their purchasing choices
are being “co-opted” by algorithms, prompting
skepticism about the rationality of algorithmic
recommendations. This skepticism, in turn,
gradually weakens consumers’ trust-based
loyalty to e-commerce platforms and may
ultimately result in user attrition.

Third, the prominent risk of privacy violations
strikes at the ethical foundation and has become
a critical factor in undermining consumer trust.
The operation of personalized recommendation
algorithms relies heavily on extensive user data.
The lack of algorithmic transparency prevents
consumers from understanding the scope,
purpose, and recipients of data collection,
creating opportunities for some e-commerce
platforms to engage in excessive data collection
and improper use of users’ private information.
As a fundamental consumer right, privacy
breaches not only contravene relevant laws and
regulations but also engender a profound sense

of insecurity among consumers toward platforms.

The damage caused by privacy violations to
consumer trust is often irreversible, and the
opacity of algorithms serves as the core driver of
this problem.

Fourth, the ambiguous attribution of algorithmic
responsibility complicates consumer rights
protection, further deteriorating the trust
relationship between consumers and platforms.
A direct consequence of insufficient algorithmic
transparency is the difficulty in identifying
responsible parties for outcomes generated by
personalized recommendations. When
consumers suffer harm as a result of algorithmic
recommendations—such as purchasing products
with false claims or experiencing discriminatory
treatment—e-commerce platforms frequently
deflect  responsibility by  citing  that
“recommendations are automatically generated
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by algorithms” or that they “cannot interfere
with algorithmic operations.” However, because
consumers are unable to access details regarding
algorithmic operations, they face substantial
obstacles in producing evidence to establish
platform fault, thereby encountering significant
difficulties in seeking remedies.

5. Innovative Strategies and Implementation
Paths for Algorithmic Transparency

5.1 Design of a Hierarchical Transparent
Explanation System

In the context of the digital economy, achieving
algorithmic  transparency necessitates the
development of a hierarchical explanation
system tailored to the varying demand levels and
cognitive capacities of different user groups. The
core principle of this hierarchical transparency
strategy lies in distinguishing three explanatory
tiers: the “basic tier,” the “enhanced tier,” and
the “professional tier.” The basic tier provides
the simplest explanation of recommendation
rationales for all users, focusing on core
matching logic while avoiding technical jargon
to ensure users can quickly grasp the
fundamental basis of recommendations. The
enhanced tier is accessible after users voluntarily
click on options such as “Learn More,”
presenting  detailed matching logic and
influencing factors, including user behavioral
characteristics, product-attribute alignment, and
the basis for recommendations derived from
other users’ choices. This tier may appropriately
incorporate visual charts to help users intuitively
understand how recommendation decisions are
formed. The professional tier is oriented toward
regulatory authorities and academic researchers,
offering more detailed algorithmic
documentation and technical specifications, such
as model architecture, feature engineering
approaches, an overview of training data, and
evaluation metrics. Access to information at this
tier can be controlled through confidentiality
agreements and review mechanisms, thereby
balancing regulatory needs with the protection of
platforms’ trade secrets. This hierarchical system
not only meets ordinary users’ demand for
simple and understandable explanations but also
provides extended information channels for
users seeking deeper understanding, while
simultaneously =~ accommodating  platforms’
legitimate interests in safeguarding proprietary
algorithms.
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5.2 Enhancement of User Control and
Feedback Channels

The realization of algorithmic transparency
depends not only on the provision of information
but also on empowering users with substantive
control capabilities and opportunities for
participation. Transparency design should be
integrated with user control rights to form a
cohesive framework. Platforms should offer
functional interfaces that allow users to adjust
recommendation preferences, enabling them to
explicitly indicate the importance they assign to
factors such as price, brand, and style. Such an
active configuration mechanism transforms users
from passive recipients into co-decision-makers,
significantly =~ enhancing  their = perceived
controllability. In parallel, platforms should
provide recommendation exclusion and blocking
functionalities, allowing wusers to exclude
specific categories, brands, or price ranges to
avoid repeatedly receiving irrelevant
recommendations. This function not only
improves the relevance of recommendations but
also conveys a signal to users that “the platform
respects user preferences,” thereby fostering
goodwill-based trust. Platforms should further
establish convenient feedback mechanisms that
allow users to raise objections to
recommendation results and ensure that such
feedback is addressed at the algorithmic level.
When users provide feedback such as “not
interested” or “inappropriate recommendation,”
the algorithm should promptly adjust subsequent
recommendation strategies and confirm the
adjustments to users. This closed-loop
mechanism integrates user feedback into the
algorithm optimization process, strengthening
perceptions of procedural fairness.

53 Improvement of Institutional
Coordination and Governance Framework

Sustained progress in algorithmic transparency
requires systematic guarantees at the institutional
level. Governments, enterprises, and research
institutions should jointly establish a strategic
cooperation framework characterized by clearly
defined roles and responsibilities. The
government’s core function is to remove
institutional barriers, focusing on formulating
standards for algorithmic transparency, data
circulation rules, algorithm auditing mechanisms,
and dynamic regulatory policies. It should also
clarify transparency requirements for artificial
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intelligence systems at different risk levels,
establish an algorithm registration and disclosure
system, and set up channels for user complaints
and appeals. Enterprises bear the primary
responsibility ~ for  proactively  opening
application scenarios, leading the industrial
transformation of technical solutions and
business model innovation, and undertaking the
tasks of market risk testing and large-scale
deployment.  E-commerce  platforms, in
particular, should treat algorithmic transparency
as an integral component of corporate social
responsibility by establishing internal algorithm
ethics committees and conducting regular
evaluations of transparency effectiveness.
Research institutions, for their part, should focus
on addressing frontier issues such as algorithm
interpretability, user trust mechanisms, and
algorithmic ethics. Industry—university—research
collaboration must move beyond formalistic
arrangements and substantially operationalize
entities such as cultural and tourism digital
technology laboratories and industrial innovation
consortia, with objectives and tasks decomposed
through dedicated joint research mechanisms. At
the level of regulatory technology, the
establishment of third-party algorithm auditing
mechanisms can be explored, in which
independent institutions evaluate the fairness,
transparency, and compliance of
recommendation algorithms. Audit results may
be made publicly available or submitted to
regulatory authorities, thereby forming a multi-
level governance framework that integrates
social oversight with government supervision.

6. Conclusion

In the era of the digital economy, the coupled
development of algorithmic transparency and
consumer trust is essentially a process of co-
evolution involving technological innovation,
ethical regulation, and institutional construction.
While personalized recommendation algorithms
enhance consumers’ shopping experiences,
optimize platform operational efficiency, and
promote the high-quality development of the e-
commerce industry, they also give rise to a series
of ethical dilemmas stemming from a lack of
algorithmic transparency. These dilemmas
severely erode consumer trust and constrain the
sustainable development of the industry. Given
the strong positive correlation between
algorithmic transparency and consumer trust,
improving algorithmic transparency represents a
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critical pathway toward resolving the ethical
dilemmas  associated  with  personalized
recommendations, rebuilding consumer trust,
and achieving a mutually beneficial outcome for
both e-commerce platforms and consumers.
From an ethical perspective, this study
systematically examines the current state of
personalized recommendation algorithms in e-
commerce, analyzes the ethical dilemmas arising
from insufficient algorithmic transparency—
including the lack of recommendation fairness,
information cocoons, privacy violations, and
ambiguous attribution of responsibility—and
proposes corresponding development strategies.
These strategies include the design of a
hierarchical = explanation mechanism, the
enhancement of user control and feedback
channels, and the establishment of an
institutional governance framework. Looking
ahead, as digital technologies continue to evolve
and the digital ethics system matures, the
transparency of personalized recommendation
algorithms in e-commerce is expected to be
gradually enhanced, and consumer trust will be
effectively restored.

Nevertheless, the pursuit of algorithmic
transparency is a long-term and systematic
endeavor that requires sustained, coordinated
efforts from multiple stakeholders, including
governments, e-commerce platforms, industry
associations, and consumers. It is imperative to
continuously optimize algorithm design, refine
governance mechanisms, and strengthen ethical
awareness, so as to achieve the coordinated
development of algorithmic technology and
ethical norms. Only through such concerted
efforts can the e-commerce industry achieve
high-quality development in a well-regulated
manner, ultimately realizing a multi-win
outcome for e-commerce platforms, consumers,
and society as a whole.
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